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LEARNING OBJECTIVES
Understand how digital systems support disease surveillance and outbreak response
Describe the role of registries and routine data in population health
Evaluate digital health approaches to global health equity

Analyse implementation challenges in low-resource settings
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Introduction

The previous chapters in this textbook have focused primarily on digital health as it
relates to individual patient care: electronic health records documenting clinical
encounters, telemedicine connecting patients to clinicians, mobile devices
monitoring individual health, and Al supporting clinical decisions. But digital health
also serves a population-level function that is equally important and, in some
respects, more consequential. Public health informatics - the application of
information science and technology to public health practice - underpins disease
surveillance, outbreak response, immunisation programmes, cancer registries, and
the routine data collection that enables health systems to plan, allocate resources, and
evaluate their own performance.

This chapter examines public health informatics in both high-income and low-
resource settings. The first half covers disease surveillance, registries, and the digital
infrastructure of population health, with particular attention to lessons from the
COVID-19 pandemic. The second half addresses global health informatics: how
digital tools can extend healthcare access in settings where workforce, infrastructure,
and financing are severely constrained, and the ethical and practical challenges of
doing so equitably.

BUILDING ON

This chapter draws on concepts from across the textbook. The health data
infrastructure discussed in Chapter 5: Health Data and Analytics provides the
foundation for population health analytics. The interoperability challenges
explored in Chapter 8: Standards and Interoperability are particularly acute in
public health, where data must flow between clinical systems, laboratories, and
public health agencies. The implementation principles from Chapter 11:
Implementation and Change Management apply directly to the health system
strengthening efforts discussed in the global health sections.

Disease Surveillance

In February 2003, a physician in Guangdong Province, China, checked into a hotel in
Hong Kong feeling unwell. Within weeks, the virus he carried - later identified as
SARS-CoV-1 - had spread to more than two dozen countries. The outbreak killed
nearly 800 people before it was contained, but the toll could have been far worse.
What limited the damage was, in part, the speed with which surveillance systems
detected unusual patterns of severe pneumonia and enabled a coordinated
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international response. Two decades later, a different coronavirus would test those
same surveillance systems on a vastly larger scale, exposing both their capabilities and
their limitations.

Disease surveillance is the systematic collection, analysis, interpretation, and
dissemination of health data for public health action. It is the informational backbone
of outbreak detection and response, and increasingly it depends on digital systems
that can process data at the speed and scale that modern infectious disease threats
demand.

Notifiable Disease Reporting

The most established form of surveillance relies on clinicians and laboratories
reporting specified diseases to public health authorities. In England, the legal
framework for notifiable diseases dates back to the 1889 Infectious Disease
(Notification) Act, and today clinicians are required to notify their local health
protection team of suspected cases of diseases ranging from measles to meningitis.
Similar statutory obligations exist in virtually every country, though the diseases
listed, the reporting mechanisms, and the speed and completeness of reporting vary
considerably.

Digital systems have changed notifiable disease reporting from paper-based processes
(which could take days or weeks) to near-real-time electronic submission. In England,
laboratory-confirmed cases are reported through the Second Generation Surveillance
System (SGSS), which receives electronic feeds directly from diagnostic laboratories.
In the United States, the National Notifiable Diseases Surveillance System (NNDSS)
collects data from state and territorial health departments, though the degree of
automation varies significantly between jurisdictions - a fragmentation that became
painfully visible during COVID-19. Electronic laboratory reporting (ELR), where
laboratory information systems transmit results directly to public health agencies
using standards such as HL7 messaging, has improved both the speed and
completeness of case reporting, though implementation remains uneven.

The value of notifiable disease surveillance depends on completeness and timeliness -
two qualities that are often in tension. Mandatory reporting increases completeness
but adds burden to busy clinicians, and compliance is rarely perfect. Automated
electronic reporting from laboratories addresses timeliness but captures only cases
that reach a laboratory, missing those diagnosed clinically or those where patients
never seek care. No single surveillance mechanism captures the full picture, which is
why public health systems typically layer multiple approaches.

Syndromic Surveillance
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Rather than waiting for confirmed diagnoses, syndromic surveillance monitors
patterns in health-related data that might indicate an emerging outbreak before
laboratory confirmation is available (Henning, 2004). The approach gained
prominence after the 2001 anthrax attacks in the United States prompted investment
in systems that could detect bioterrorism events rapidly.

Syndromic surveillance draws on diverse data sources. Emergency department chief
complaints ("fever and cough" presenting in unusual numbers), pharmacy sales of
over-the-counter medications (a spike in anti-diarrhoeal purchases), school and
workplace absenteeism rates, and calls to health advice lines (NHS 111 in England,
Healthline in New Zealand) can all provide early signals. The PHE Real-time
Syndromic Surveillance system in England monitors GP out-of-hours consultations,
emergency department attendances, and NHS 111 calls to detect unusual patterns
across multiple data streams simultaneously.

The challenge with syndromic surveillance is specificity. A spike in respiratory
presentations might indicate an influenza outbreak, a building ventilation problem,
high pollen counts, or simply cold weather driving more people to seek care.
Syndromic systems generate signals that require investigation; they rarely provide
answers on their own. Their value lies in buying time - detecting potential outbreaks
days before laboratory-confirmed cases accumulate in sufficient numbers to trigger
traditional surveillance alerts.

Genomic Surveillance

The COVID-19 pandemic demonstrated the power of genomic surveillance -
sequencing pathogen genomes to track transmission chains, detect new variants, and
inform public health responses. The UK's COVID-19 Genomics UK (COG-UK)
consortium, established in April 2020, became the global leader in SARS-CoV-2
genomic surveillance, sequencing a higher proportion of confirmed cases than any
other country (COG-UK Consortium, 2020). This investment paid dividends when
COG-UK identified the Alpha variant in late 2020, providing early warning of a more
transmissible lineage weeks before its significance was recognised internationally.

Genomic surveillance extends well beyond pandemic response. Whole-genome
sequencing of bacterial pathogens enables public health agencies to link cases of
foodborne illness that would otherwise appear unconnected - identifying, for
example, that Salmonella cases in different cities share an identical genetic fingerprint
and therefore likely trace to a common food source. Public Health England (now the
UK Health Security Agency) has routinely sequenced all Salmonella, Listeria, and E.
coli O157 isolates since 2014, a practice that has identified outbreaks faster and more
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precisely than traditional typing methods. Tuberculosis genomic surveillance can
reconstruct transmission networks within communities, revealing where control
efforts are failing and where they should be intensified.

The infrastructure required for routine genomic surveillance is substantial:
sequencing capacity, bioinformatics pipelines to analyse sequence data, databases to
store and compare genomes, and - critically - the expertise to interpret results in a
public health context. Most high-income countries are building this capacity; many
low- and middle-income countries, where the burden of infectious disease is greatest,
lack it. International networks such as GISAID (originally established for influenza
surveillance and expanded during COVID-19 to include SARS-CoV-2) provide
platforms for sharing genomic data globally, though questions about equitable access
to the benefits of genomic surveillance remain unresolved.

THINK ABOUT IT

During the COVID-19 pandemic, the UK's genomic surveillance programme
identified new variants weeks before most other countries. This early warning
benefited global public health - but the surveillance capacity that made it
possible required substantial investment that most countries cannot afford.
How should the global health community ensure that the benefits of genomic
surveillance are shared equitably, and who should bear the costs?

Registries and Population Health Data

Disease surveillance focuses on detecting and responding to acute threats. Registries
serve a different but complementary purpose: systematically collecting data on
specific conditions or populations over time to inform planning, evaluate
interventions, and drive quality improvement.

Cancer Registries

Cancer registries are among the oldest and most established population health data
systems. England's cancer registration system, now managed by NHS England's
National Disease Registration Service, collects data on every cancer diagnosis in the
country - approximately 850,000 new cases per year (346,217 in 2022) (NHS England,
2024). This data underpins survival statistics, identifies geographic and demographic
disparities in outcomes, evaluates the effectiveness of screening programmes, and
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informs resource allocation. The completeness and quality of England's cancer
registration data, built up over decades, makes it one of the most valuable population
health datasets in the world.

Digital systems have transformed cancer registration from labour-intensive manual
abstraction (where trained registrars extracted data from paper medical records) to
increasingly automated processes that draw on electronic pathology reports, hospital
episode data, and death certification records. Linkage across these data sources -
matching records belonging to the same individual across different systems - is both
technically challenging and essential for producing accurate incidence, prevalence,
and survival statistics. The use of NHS numbers as a consistent patient identifier in
England greatly facilitates this linkage, a capability that countries with more
fragmented identifier systems struggle to replicate.

Immunisation Registries

Immunisation registries (or immunisation information systems) record vaccinations
administered to individuals, enabling health systems to track coverage rates, identify
under-vaccinated populations, send recall reminders, and verify immunisation status.
In Australia, the Australian Immunisation Register (AIR) records all vaccinations given
to people of all ages, providing a comprehensive national picture that informs both
individual clinical care and population-level programme evaluation. The UK's Child
Health Information Service fulfils a similar function for childhood vaccinations.

The COVID-19 pandemic stress-tested immunisation registries globally. Countries
needed to track not just who had been vaccinated but with which product, when, and
whether they were due for subsequent doses - at a scale and speed that exceeded
anything previous vaccination programmes had required. The UK's National
Immunisation Management Service (NIMS) processed millions of vaccination records
during the rollout, linking vaccination data to demographic and clinical information
to monitor coverage by age, ethnicity, geography, and clinical risk group. Countries
with established digital immunisation registries were able to monitor their
programmes in near-real-time; those relying on paper-based systems faced
significant delays in understanding their own progress.

Birth and Death Registration

Civil registration and vital statistics (CRVS) systems - recording births, deaths, and
causes of death - provide the most fundamental population health data. Without
knowing how many people are born, how many die, and what they die of, health
systems cannot plan services, allocate resources, or evaluate whether interventions are
working. Yet WHO estimates that nearly 40% of the world's annual deaths are never
registered, and the gap is far larger in low-income countries: registration coverage
ranges from 98% in the European Region to only about 10% of deaths in the WHO
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African Region (WHO, 2024). Where cause-of-death certification is incomplete or
inaccurate, countries effectively operate without a reliable picture of their own disease
burden.

Digital approaches are improving CRVS in some settings. Mobile phone-based verbal
autopsy tools enable community health workers to conduct structured interviews
about the circumstances of deaths that occurred outside health facilities, with
algorithms assigning probable causes of death. In countries like Mozambique and
Ethiopia, these tools provide cause-of-death data for populations that would
otherwise be invisible to health statistics. The WHO's standard verbal autopsy
instrument, combined with automated coding algorithms such as InterVA and
SmartVA, has made this approach increasingly standardised and scalable - though it
remains an imperfect proxy for medical certification.

Population Health Analytics

The data collected through registries, surveillance systems, and routine health service
delivery can be analysed at population level to identify patterns, evaluate
programmes, and inform policy. Population health analytics encompasses a range of
approaches, from descriptive epidemiology (what is the incidence of diabetes in this
region?) to predictive modelling (which populations are at highest risk of hospital
admission this winter?) to programme evaluation (did the introduction of a screening
programme reduce mortality?).

In the UK, the availability of linked national datasets - Hospital Episode Statistics, GP
data through the General Practice Extraction Service, cancer registration data,
mortality data, and prescription records - creates opportunities for population health
research and service planning that few other countries can match. The OpenSAFELY
platform, developed during COVID-19, demonstrated a privacy-preserving approach
to analysing primary care records covering tens of millions of patients, enabling rapid
research on COVID-19 risk factors, vaccine effectiveness, and treatment outcomes
without extracting identifiable data from GP system:s.

Population health analytics raises familiar tensions between the potential benefits of
data use and the privacy concerns of individuals whose data is being analysed. The
opt-out model used for NHS data (where patients can choose not to have their data
used for purposes beyond their direct care) attempts to balance these interests,
though public trust has been tested by controversies including the abandoned
care.data programme, which was withdrawn in 2016 after concerns about
transparency and commercial data access.
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Digital Tools in Outbreak Response: Lessons from COVID-19

The COVID-19 pandemic provided the largest-ever stress test of digital public health
infrastructure. Some systems performed well; others failed in ways that exposed
long-standing underinvestment. The lessons are directly relevant to future pandemic
preparedness and to public health informatics more broadly.

Contact Tracing

Digital contact tracing attracted enormous attention and investment during the
pandemic. The concept was appealing: smartphones carried by most of the
population could automatically record proximity to other devices, and if one user
tested positive, the system could rapidly notify contacts who might have been
exposed. The reality proved more complicated.

The UK's experience was instructive. The initial NHS COVID-19 app, developed using
a centralised architecture that stored contact data on government servers, was
abandoned after technical problems and privacy concerns. Its replacement, built on
the decentralised Apple-Google Exposure Notification framework (which kept contact
data on individual devices), launched in September 2020. By its peak, the app was
being used regularly by about 16.5 million people in England and Wales, roughly 28%
of the population (Wymant et al., 2021) - substantial adoption, but well short of the
near-universal uptake that modelling suggested would be needed for digital contact
tracing to significantly reduce transmission.

Evaluations of digital contact tracing apps produced mixed results. Studies of the
NHS app estimated that it averted a meaningful number of cases, but the effect was
modest relative to the scale of the pandemic. The apps worked best as a supplement
to manual contact tracing rather than a replacement for it. Privacy-by-design
approaches (using decentralised architectures and minimising data collection) helped
secure public trust, but they also limited the data available for epidemiological
analysis - a trade-off between individual privacy and population health intelligence
that recurs throughout public health informatics.

Vaccination Management

The UK's COVID-19 vaccination programme demonstrated what well-designed
digital infrastructure could achieve. The National Booking Service enabled millions
of appointments to be scheduled through a single online platform and telephone
service. The National Immunisation Management Service (NIMS) tracked every
vaccination in near-real-time, enabling daily reporting of coverage rates by age,
region, ethnicity, and clinical risk group. This granular monitoring allowed the
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programme to identify and respond to disparities in uptake - directing resources to
areas with low coverage and tailoring outreach to communities showing vaccine
hesitancy.

The integration of vaccination data with other health datasets enabled rapid research
on vaccine effectiveness and safety. The UK was among the first countries to publish
real-world evidence on vaccine effectiveness against the Alpha and Delta variants, in
part because its data infrastructure allowed rapid linkage of vaccination records to
hospitalisation, ICU admission, and mortality data.

Dashboards and Data Communication

The pandemic generated unprecedented public demand for health data. Daily case
counts, hospitalisation rates, and vaccination progress became headline news, and
public health agencies worldwide created data dashboards to communicate this
information. The Johns Hopkins COVID-19 Dashboard became a global reference
point; in the UK, the government's coronavirus dashboard provided daily updates
that millions consulted regularly.

These dashboards demonstrated both the power and the pitfalls of public health data
communication. Clear, regularly updated data built public understanding and, in
many cases, public trust. But dashboards also revealed how easily data could be
misinterpreted. Case counts depended on testing rates; comparisons between
countries were confounded by different testing strategies, reporting definitions, and
population structures. The distinction between dying "with" COVID-19 and "from"
COVID-19 proved difficult to communicate. Data literacy - the ability to interpret and
critically evaluate quantitative information - emerged as a public health skill gap that
extended well beyond healthcare professionals to the general public and media.

Fragmentation and Interoperability

Perhaps the most consistent lesson from COVID-19 was the cost of fragmented public
health data systems. In the United States, public health surveillance infrastructure had
been chronically underfunded, and the pandemic exposed the consequences: fax-
based reporting from laboratories to health departments, incompatible data systems
between jurisdictions, and inability to link testing, vaccination, and outcome data at
the individual level. Countries with more integrated data infrastructure - notably the
UK, Israel, and the Nordic countries - were able to generate actionable intelligence far
more rapidly.

The pandemic prompted significant investment in public health data infrastructure
in many countries. Whether this investment will be sustained beyond the immediate
crisis, or whether public health informatics will return to its pre-pandemic status as a
chronically underfunded discipline, remains an open question. The question is not
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merely budgetary: the surveillance capacity and data infrastructure built during the
pandemic are the same capabilities health systems will require for future threats, and
allowing them to lapse would repeat the cycle of neglect and crisis that preceded
COVID-19.

Global Health Informatics

A pregnant woman in rural Uganda walks three hours to reach the nearest health
facility, only to find it closed because the nurse has not been paid in months. In
contrast, a woman in suburban London can video-call her midwife from her living
room and receive a prescription sent directly to her local pharmacy.

Whether digital health narrows or widens these gaps depends on who can reach it.
Interventions that assume a smartphone, data credit and literacy exclude the
populations with the worst outcomes, which is why SMS and voice channels remain
central to programmes designed for low-income settings (WHO, 2021).

Mobile Network Coverage and Reach

The mobile phone has achieved what development programmes struggled to
accomplish for decades: near-universal reach into even the most remote
communities. Over 95% of the world's population is now covered by a 3G-or-better
mobile network (ITU, 2024), with 4G reaching 92%, and in many African countries
mobile phone penetration exceeds access to clean water or reliable electricity. This
infrastructure creates unprecedented opportunities for health communication and
service delivery.

Community health programmes make this concrete. In Rwanda, community health
workers use RapidSMS on basic handsets to report maternal and child health data by
SMS, triggering responses when danger signs are identified (Musabyimana et al.,
2018).

Extending Specialist Access through Telemedicine

The global health workforce crisis is fundamentally a distribution problem. While
wealthy nations have roughly 30 physicians per 10,000 people, some African nations
have fewer than one (World Bank, 2024). Specialists are even more concentrated. A
country might have only a handful of cardiologists or oncologists, all practising in the
capital city, while millions in rural areas have no access whatsoever.
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low B high

Figure 12.1. Physicians per 1,000 people. Physician density varies more than tenfold between countries, with
the lowest densities concentrated in sub-Saharan Africa. Source: Our World in Data, from the World Health
Organization and World Bank (CC BY 4.0). Explore the full data and map —

Telemedicine cannot create specialists from nothing, but it can extend existing
expertise far beyond traditional geographic constraints. A dermatologist in Nairobi
can review images from health centres across Kenya, diagnosing conditions that local
providers would miss and identifying the minority of patients who truly need to
make the journey to a specialist centre. Tele-radiology allows images acquired in rural
facilities to be interpreted by radiologists anywhere in the world, often returning
results faster than would be possible locally. Tele-mental health connects patients with
therapists across language barriers and national boundaries.

Tele-education and tele-mentoring also strengthen the health workforce itself. A
surgical trainee in a district hospital can receive guidance from experts at a national
centre, building skills that will serve patients for decades. These connections deliver
care while building capacity.

Task-Shifting Enabled by Digital Tools

Digital health enables task-shifting (transferring clinical tasks from higher-trained
professionals to those with shorter training), a strategy that is important in health
systems with severe workforce shortages. The WHO has endorsed task-shifting as a
key strategy for addressing health workforce gaps (WHO, 2019), and digital tools
increasingly support safe implementation. Community health workers equipped with
digital decision support can safely perform tasks traditionally requiring nurses or
physicians. Integrated Community Case Management (iCCM) programmes across
sub-Saharan Africa demonstrate that community health workers using algorithmic
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decision support can accurately diagnose and treat childhood pneumonia, diarrhoea,
and malaria. Similarly, digital job aids for antenatal care improve protocol adherence
and enable earlier identification of high-risk pregnancies across diverse settings. Al-
assisted diagnostic tools further extend task-shifting possibilities, with algorithms
providing image interpretation for conditions like tuberculosis chest X-rays or
cervical cancer screening at accuracy levels studied in trials across low-resource
settings. Regulators have had to decide what a community health worker may
prescribe on an algorithm's recommendation, and under whose supervision.

Digital diagnostics including smartphone-based imaging analysis and connected
point-of-care testing expand diagnostic capabilities where laboratory infrastructure is
limited. Smartphone attachments and applications enable fundoscopy for diabetic
retinopathy screening, dermatology assessment, and microscopy for parasitology, and
deep-learning algorithms have been validated to detect referable diabetic retinopathy
in retinal fundus photographs (Gulshan et al., 2016). Portable, connected diagnostic
devices provide results in minutes rather than days or weeks, enabling immediate
treatment decisions.

Case Study: India's eSanjeevani Platform

India's eSanjeevani platform demonstrates national-scale telemedicine
implementation in a lower-middle-income context. Launched by the Ministry of
Health and Family Welfare in 2019 and expanded during the COVID-19 pandemic,
eSanjeevani provides both doctor-to-doctor consultation (eSanjeevani AB-HWC,
supporting primary care providers at health and wellness centres) and direct patient-
to-doctor teleconsultations (eSanjeevani OPD). A peer-reviewed evaluation reported
the platform crossed 160 million consultations by September 2023 and exceeded 270
million by 2024 (Sood et al., 2025), making it one of the world's largest public
telemedicine services. Key design features include low-bandwidth technology
accessible via basic smartphones and availability in multiple Indian languages.
eSanjeevani ran on the existing health and wellness centre network rather than as a
parallel delivery channel.

Case Study: Rwanda's Digital Health Transformation

Rwanda has emerged as a model for comprehensive digital health implementation in
a low-income African context. The national health information system (using DHIS2
platform) connects health facilities across the country with standardised data
collection and reporting. The RapidSMS system, piloted from 2009 and scaled
nationally from 2013, uses basic mobile phones to enable community health workers
to report maternal and child health data, triggering responses when complications are
identified. The design and impact of RapidSMS-MCH have been evaluated in peer-
reviewed studies (Musabyimana et al., 2018). The Zipline drone delivery network,
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operational since 2016, delivers blood products and medical supplies to remote
health facilities, addressing last-mile logistics challenges in a country with difficult
terrain; an evaluation in The Lancet Global Health found that drone delivery reduced
both delivery times and blood-product wastage at the hospitals it served (Nisingizwe
et al., 2022).

Health Information Systems

Underpinning many of these applications are health information systems such as
DHIS2 (DHIS2, 2024), deployed across dozens of countries to support immunisation
tracking, disease surveillance, and resource allocation. These systems strengthen
health system capacity by making data available for planning and performance
monitoring - though their value depends on the quality of data entered and the
willingness of decision-makers to act on it.

Implementation Challenges in Low-Resource Settings

Implementation in low-resource settings faces persistent challenges: unreliable
electricity and connectivity, workforce capacity constraints, and the difficulty of
sustaining systems when external funding ends. Successful implementations tend to
embrace these constraints through pragmatic design choices - offline-first
applications that synchronise when connectivity becomes available, SMS-based
interventions that work on basic feature phones, solar-powered charging stations, and
tiered deployment models that start with simple functionality and add capabilities as
infrastructure improves. Solutions developed for high-resource settings often require
substantial adaptation, and sometimes complete rethinking, for different contexts.

Two broader concerns deserve attention. Donor dependency poses sustainability risks
when digital health projects collapse at the end of grant periods, disrupting services
that communities have come to rely upon. Sustainable approaches require
government ownership from the outset, integration with domestic health financing,
and building local technical capacity - as exemplified by countries like Thailand
incorporating digital health into universal health coverage. Relatedly, digital
colonialism concerns arise when technologies and data practices developed in
wealthy countries are imposed on lower-income settings without meaningful local
adaptation or agency. Ethical global digital health requires local leadership in
priority-setting, co-design that incorporates community perspectives, and ensuring
that data generated in lower-income countries benefits those populations rather than
being extracted for others' advantage (WHO, 2021).
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THINK ABOUT IT

How can digital health innovators ensure their solutions benefit underserved
populations rather than widening the digital divide? What role should
governments and global organisations play?

SELF-CHECK

Can you answer these questions?

What are the main approaches to disease surveillance (notifiable disease
reporting, syndromic surveillance, genomic surveillance), and what are the
strengths and limitations of each?

How did the COVID-19 pandemic expose both the strengths and
weaknesses of public health data infrastructure, and what lessons emerged
for future preparedness?

What role do registries (cancer, immunisation, vital statistics) play in
population health, and how have digital systems changed their operation?

What are the key challenges in implementing digital health in low-resource
settings, and how can implementation approaches be adapted to address
them?

Summary

Public health informatics operates at a different scale and with different goals than
clinical informatics, but the two are deeply interconnected. The disease surveillance
systems that detect outbreaks depend on data flowing from clinical encounters
through laboratory systems to public health agencies - a chain that is only as strong as
its weakest link, and one where interoperability failures have real consequences. The
COVID-19 pandemic demonstrated this vividly: countries with integrated data
infrastructure (notably the UK, Israel, and the Nordic countries) were able to generate
actionable intelligence on transmission patterns, vaccine effectiveness, and variant
emergence far more rapidly than those with fragmented system:s.

Registries and routine population health data serve a quieter but equally important
function, providing the longitudinal evidence base for cancer outcomes,
immunisation coverage, and health system performance that informs policy and
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resource allocation over decades rather than days. The quality of these systems varies
enormously between countries, and the gap between high-income settings with
comprehensive linked datasets and low-income settings where a third of deaths go
unregistered represents a fundamental inequality in the ability to understand and
respond to population health needs.

Global health informatics offers genuine opportunities to extend healthcare access
where workforce and infrastructure are severely constrained - through mobile health,
telemedicine, task-shifting supported by digital decision tools, and health
information systems like DHIS2. But the record is mixed. Many pilot projects have
failed to scale or sustain themselves beyond initial funding. The gap between what
technology could accomplish in theory and what it delivers in practice is often
determined by governance, financing, and local ownership rather than by the
technology itself. Donor dependency, digital colonialism, and the uncritical transfer
of solutions designed for high-resource settings remain persistent risks that require
deliberate attention.

Key Takeaways

Disease surveillance depends on digital systems for timely detection and
response, with notifiable disease reporting, syndromic surveillance, and
genomic surveillance serving complementary functions.

The COVID-19 pandemic exposed the consequences of fragmented public
health data infrastructure and demonstrated the value of integrated systems
for contact tracing, vaccination management, and real-world evidence
generation.

Population health registries (cancer, immunisation, vital statistics) provide
essential evidence for planning, evaluation, and quality improvement, with
data quality and completeness varying significantly between countries.

Digital tools can meaningfully extend healthcare access in low-resource
settings through mobile health, telemedicine, task-shifting, and health
information systems, but sustainability requires government ownership and
local capacity building.
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Ethical global health informatics demands local leadership, equitable data
governance, and critical attention to donor dependency and digital
colonialism.
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